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&= FILE INFORMATION

File Name: foobar-controller-mobile-0.2.0-alpha.1.apk

Size: 83.72MB

MD5: b033b7472a5bcc1b2b7f423e4b46b37a

SHA1: 941¢522dfc59834ca692f32b981cf6dda733906e

SHA256: 5e51aca33115558ee49704b3eece719569¢19cde146179d04c6a92bd7eb4b791

1 APP INFORMATION

App Name: Foobar Controler Mobile

Package Name: com.pchapman.foobarcontollermobile

Main Activity: com.pchapman.foobarcontollermobile.MainActivity
Target SDK: 35

Min SDK: 24

Max SDK:

Android Version Name: 0.2.0

Android Version Code: 3

== APP COMPONENTS

Activities: 1
Services: 1
Receivers: 1
Providers: 2
Exported Activities: O
Exported Services: 1
Exported Receivers: 1
Exported Providers: 0




#% CERTIFICATE INFORMATION

Binary is signed

v1 signature: False

V2 signature: True

V3 signature: False

v4 signature: False

X.509 Subject: C=, ST=, L=, O=, OU=, CN=
Signature Algorithm: rsassa_pkcs1v15

Valid From: 2025-06-04 23:17:48+00:00
Valid To: 2052-10-20 23:17:48+00:00

Issuer: C=, ST=, L=, O=, OU=, CN=

Serial Number: 0x41a2ce37dbc7e983

Hash Algorithm: sha256

md5: d77f9d0d5cbfaee605b18bb239e301ec
sha1: af791b2df64a6071bf70d99fa3f95039dae09575

sha256: 7afbc08e743ecfb7098c9284e49ffb304a98e5a5db5b4dcd85223e23e1a583c0

sha512: 7af7c7e3c07093e1445da9c8d03162606dfeccffcd1c798fffeae08151d810ef0d9eefb800e9e0f0b4c8a562a6bb4edcc46f9630aaf6chdbb15444f66412122f

PublicKey Algorithm: rsa
Bit Size: 2048

Fingerprint: caae926407bff883b9c3e604d22da6420fef490c44dd4aaa82da4a83a63351f7

Found 1 unique certificates

:= APPLICATION PERMISSIONS

alerts

PERMISSION STATUS | INFO DESCRIPTION
enables regular apps to o
Allows a regular application to use
android.permission.FOREGROUND_SERVICE normal use . & PP
) Service.startForeground.
Service.startForeground.
android.permission.INTERNET normal full Internet access Allows an application to create network sockets.
read external storage
android.permission.READ_EXTERNAL_STORAGE dangerous contents g Allows an application to read from external storage.
) Allows an application to show system-alert windows.
) . display system-level . L )
android.permission.SYSTEM_ALERT_WINDOW dangerous Malicious applications can take over the entire screen

of the phone.




PERMISSION STATUS | INFO DESCRIPTION
android.permission.VIBRATE normal control vibrator Allows the application to control the vibrator.
read/modify/delete
android.permission.WRITE_EXTERNAL_STORAGE dangerous external storage Allows an application to write to external storage.
contents
enables foreground Allows a regular application to use
android.permission.FOREGROUND_SERVICE_MEDIA_PLAYBACK normal services for media Vs @ reguiar application o .
Service.startForeground with the type "mediaPlayback".
playback.
android.permission. ACCESS_NETWORK_STATE normal view network status Allows an application to view the status of all networks.
Allows an application to view the information about the
android.permission.ACCESS_WIFI_STATE normal view Wi-Fi status PP
status of Wi-Fi.
allows use of device- Allows an app to use device supported biometric
android.permission.USE_BIOMETRIC normal supported biometric . PP PP
o modalities.
modalities.
This constant was deprecated in APl level 28.
android.permission.USE_FINGERPRINT normal allow use of fingerprint
P - gerp Applications should request USE_BIOMETRIC instead.
com.pchapman.foobarcontollermobile. DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION unknown Unknown permission Unknown permission from android reference

4 APKID ANALYSIS

FILE

DETAILS




FILE

DETAILS

classes.dex

FINDINGS

DETAILS

Build.FINGERPRINT check
Build.MANUFACTURER check

Compiler

r8 without marker (suspicious)

classes2.dex

FINDINGS

DETAILS

Build.FINGERPRINT check
Build. MANUFACTURER check
possible Build.SERIAL check

Compiler

r8 without marker (suspicious)

classes3.dex

FINDINGS

DETAILS

Build.FINGERPRINT check
Build.MODEL check

Build. MANUFACTURER check
Build.PRODUCT check

Build. HARDWARE check
Build.BOARD check

Compiler

r8 without marker (suspicious)

(8 BROWSABLE ACTIVITIES




ACTIVITY

INTENT

com.pchapman.foobarcontollermobile.MainActivity

Schemes: exp+fooobar-controler-mobile://,

& NETWORK SECURITY

NO SCOPE SEVERITY DESCRIPTION
B CERTIFICATE ANALYSIS
HIGH: 0 | 0 | INFO: 1

TITLE SEVERITY DESCRIPTION

Signed Application info Application is signed with a code signing certificate

Q, MANIFEST ANALYSIS

HIGH: 2 | 3| INFO: 0 | SUPPRESSED: 0
NO | ISSUE SEVERITY | DESCRIPTION
App can be installed on a vulnerable unpatched Android This application can be installed on an older version of android that has multiple unfixed vulnerabilities.
1 version high These devices won't receive reasonable security updates from Google. Support an Android version => 10,
Android 7.0, [minSdk=24] API 29 to receive reasonable security updates.
The app intends to use cleartext network traffic, such as cleartext HTTP, FTP stacks, DownloadManager, and
MediaPlayer. The default value for apps that target APl level 27 or lower is "true". Apps that target API level
Clear text traffic is Enabled For App ) I ) Y o vel PP & - v w I . ! PP . 8 . Y
2 ) ) high 28 or higher default to "false". The key reason for avoiding cleartext traffic is the lack of confidentiality,
[android:usesCleartextTraffic=true] - ) ) . )
authenticity, and protections against tampering; a network attacker can eavesdrop on transmitted data and
also modify it without being detected.




NO | ISSUE SEVERITY | DESCRIPTION

3 Application Data can be Backed up This flag allows anyone to backup your application data via adb. It allows users who have enabled USB
[android:allowBackup=true] debugging to copy application data off of the device.
Service

4 (dev.rnap.reactnativeaudiopro.AudioProPlaybackService) A Service is found to be shared with other apps on the device therefore leaving it accessible to any other
is not Protected. application on the device.
[android:exported=true]
Broadcast Receiver A Broadcast Receiver is found to be shared with other apps on the device therefore leaving it accessible to
(androidx.profileinstaller.ProfilelnstallReceiver) is any other application on the device. It is protected by a permission which is not defined in the analysed

5 Protected by a permission, but the protection level of application. As a result, the protection level of the permission should be checked where it is defined. If it is
the permission should be checked. set to normal or dangerous, a malicious application can request and obtain the permission and interact
Permission: android.permission.DUMP with the component. If it is set to signature, only applications signed with the same certificate can obtain
[android:exported=true] the permission.

HIGH: 0 | 4| INFO: 2 | SECURE: 0 | SUPPRESSED: 0
NO | ISSUE SEVERITY | STANDARDS FILES

com/airbnb/android/react/lottie/LottieAnimationViewProperty
Manager.java

com/airbnb/lottie/LottieAnimationView.java
com/airbnb/lottie/PerformanceTracker.java
com/airbnb/lottie/utils/LogcatLogger.java
com/horcrux/svg/Brush.java
com/horcrux/svg/ClipPathView.java
com/horcrux/svg/FilterView.java
com/horcrux/svg/ImageView.java
com/horcrux/svg/LinearGradientView.java
com/horcrux/svg/PatternView.java
com/horcrux/svg/RadialGradientView.java
com/horcrux/svg/SvgViewManager.java
com/horcrux/svg/UseView.java
com/horcrux/svg/VirtualView.java
com/pusherman/networkinfo/RNNetworkInfo.java
com/reactnativecommunity/asyncstorage/AsynclLocalStorageU
til.java
com/reactnativecommunity/asyncstorage/AsyncStorageExpoM




NO

ISSUE

SEVERITY

STANDARDS

igration.java
FdlIE&actnativecommunity/asyncstorage/AsyncStorageModuI
ejava

The App logs information. Sensitive
information should never be logged.

info

CWE: CWE-532: Insertion of Sensitive Information
into Log File
OWASP MASVS: MSTG-STORAGE-3

com/reactnativecommunity/asyncstorage/ReactDatabaseSuppl
ier.java

com/reactnativecommunity/slider/ReactSlider.java
com/swmansion/gesturehandler/react/RNGestureHandlerMod
ule.java
com/swmansion/gesturehandler/react/RNGestureHandlerRoot
Helper.java
com/swmansion/gesturehandler/react/RNGestureHandlerRoot
View.java
com/swmansion/reanimated/NativeMethodsHelper.java
com/swmansion/reanimated/ReanimatedModule.java
com/swmansion/reanimated/ReanimatedUIManagerFactory.ja
va
com/swmansion/reanimated/keyboard/WindowslnsetsManag
er.java
com/swmansion/reanimated/layoutReanimation/AnimationsM
anager.java
com/swmansion/reanimated/layoutReanimation/Reanimated
NativeHierarchyManager.java
com/swmansion/reanimated/layoutReanimation/ScreensHelp
er.java
com/swmansion/reanimated/layoutReanimation/SharedTransi
tionManager.java
com/swmansion/reanimated/layoutReanimation/TabNavigator
Observer.java
com/swmansion/reanimated/nativeProxy/NativeProxyCommo
n.java
com/swmansion/reanimated/sensor/ReanimatedSensorContai
ner.java

com/swmansion/rnscreens/InsetsObserverProxy.java
com/swmansion/rnscreens/NativeProxy.java
com/swmansion/rnscreens/ScreenStackHeaderConfigViewMan
ager.java

com/swmansion/rnscreens/ScreensModule.java
com/swmansion/rnscreens/SearchBarManager.java
com/swmansion/rnscreens/utils/ScreenDummyLayoutHelper.j
ava

com/th3rdwave/safeareacontext/SafeAreaView.java
com/zoontek/rnedgetoedge/EdgeToEdgeModulelmpl.java
dev/rnap/reactnativeaudiopro/AudioProAmbientController.jav
a

dev/rnap/reactnativeaudiopro/AudioProController.java
dev/rnap/reactnativeaudiopro/AudioProModule.java
dev/rnap/reactnativeaudiopro/AudioProPlaybackService.java
expo/modules/ExpoModulesPackage.iava



https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05d-Testing-Data-Storage.md#logs

NO

ISSUE

SEVERITY

STANDARDS

eﬁo/moduIes/adapters/react/services/UIManagerModuIeWra
-fva

semedlmpedulocionnlonaar e cndeDronddar e
expo/modules/constants/ConstantsService.java
expo/modules/core/logging/OSLogHandler.java
expo/modules/core/logging/PersistentFileLog.java
expo/modules/devlauncher/helpers/DevLauncherinstallation|
DHelper.java
expo/modules/devlauncher/launcher/configurators/DevLaunc
herExpoActivityConfigurator.java
expo/modules/devmenu/devtools/DevMenuDevToolsDelegate
$open)Sinspector$1$1.java
expo/modules/devmenu/react/DevMenuPackagerCommandH
andlersSwapper$swapCurrentCommandHandlers$1.java
expo/modules/devmenu/react/DevMenuPackagerCommandH
andlersSwapper.java
expo/modules/devmenu/react/DevMenuShakeDetectorListene
rSwapper.java
expo/modules/devmenu/websockets/DevMenuCommandHan
dlersProvider.java

expo/modules/fetch/ExpoFetchModule.java
expo/modules/fetch/NativeResponse.java
expo/modules/filesystem/FileSystemModule$downloadResum
ableTask$2.java
expo/modules/filesystem/FileSystemModule.java
expo/modules/securestore/SecureStoreModule.java

App uses SQLite Database and execute raw
SQL guery. Untrusted user input in raw SQL
queries can cause SQL Injection. Also

sensitive information should be encrypted
and written to the database.

CWE: CWE-89: Improper Neutralization of Special
Elements used in an SQL Command ('SQL Injection’)
OWASP Top 10: M7: Client Code Quality

com/reactnativecommunity/asyncstorage/AsynclLocalStorageU
til.java
com/reactnativecommunity/asyncstorage/ReactDatabaseSuppl
ier.java

MD?5 is a weak hash known to have hash
collisions.

CWE: CWE-327: Use of a Broken or Risky
Cryptographic Algorithm

OWASP Top 10: M5: Insufficient Cryptography
OWASP MASVS: MSTG-CRYPTO-4

com/airbnb/lottie/network/NetworkCache.java
expo/modules/asset/AssetModule.java
expo/modules/filesystem/FileSystemModule.java
expo/modules/filesystem/next/FileSystemFile.java

Files may contain hardcoded sensitive

information like usernames, passwords, keys
etc.

CWE: CWE-312: Cleartext Storage of Sensitive
Information

OWASP Top 10: M9: Reverse Engineering
OWASP MASVS: MSTG-STORAGE-14

expo/modules/adapters/react/NativeModulesProxy.java
expo/modules/devlauncher/launcher/errors/DevLauncherErro
rRegistryKt.java
expo/modules/devliauncher/modules/DevLauncherinternalMo
duleKt.java
expo/modules/interfaces/permissions/PermissionsResponse.
ava



https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04h-Testing-Code-Quality.md#injection-flaws-mstg-arch-2-and-mstg-platform-2
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04g-Testing-Cryptography.md#identifying-insecure-andor-deprecated-cryptographic-algorithms-mstg-crypto-4
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05d-Testing-Data-Storage.md#checking-memory-for-sensitive-data-mstg-storage-10

NO | ISSUE SEVERITY | STANDARDS FILES
) CWE: CWE-200: Information Exposure ) )

5 IP Address disclosure OWASP MASVS: MSTG-CODE-2 com/pusherman/networkinfo/RNNetworkInfo.java

This Abb copies data to clibboard. Sensitive expo./modules/devlauncher/moduIes/DevLauncherInternall\/lo
6 data should not be copied to clipboard as info dule.java

Qata should not be copied to clipboara as )

o - OWASP MASVS: MSTG-STORAGE-10 expo/modules/devmenu/modules/DevMenulnternalModule.ja
other applications can access it. va

e SHARED LIBRARY BINARY ANALYSIS

NO

SHARED OBJECT

NX

PIE

STACK
CANARY

RELRO

SYMBOLS

RPATH | RUNPATH | FORTIFY
STRIPPED



https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04b-Mobile-App-Security-Testing.md#clipboard

STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
—— shellcode code. This buffer that in D_FORTIFY_SOURCE=2
1 vBallibreact codegen safeareacontext.so non- makes overflows vulnerable to fortify functions.
- - executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['_memcpy_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
2 armé4-v8a/libstatic-webp.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic False Full RELRO None None False True
info Shared high info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info does not object has binary does not have any fortified stripped.
set. This The shared have a full RELRO does not have functions. Fortified
marks a objectis stack enabled. have RUNPATH functions provides
memory build with - canary RELRO run-time set. buffer overflow
page non- fPIC flag value ensures search checks against glibc's
executable which added to that the path or commons insecure
making enables the stack. GOT RPATH functions like strcpy,
attacker Position Stack cannot be set. gets etc. Use the
injected independent canaries overwritten compiler option -
shellcode code. This are used to in D_FORTIFY_SOURCE=2
non- makes detect and vulnerable to fortify functions.
executable. Return prevent ELF This check is not
Oriented exploits binaries. In applicable for
Programming from Full RELRO, Dart/Flutter libraries.
3 arm64-v8a/libc++_shared.so (ROP) attacks overwriting the entire
much more return GOT (.got
difficult to address. and .got.plt
execute Use the both) is
reliably. option - marked as
fstack- read-only.
protector-
all to
enable
stack
canaries.
Not
applicable
for
Dart/Flutter
libraries
unless Dart

FFl is used.




return.

STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_vsnprintf_chk’,
page non- fPIC flag the stack ensures search '_strchr_chk',
executable which so that it that the path or '_write_chk',
making enables will be GOT RPATH '_memcpy_chk']
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
4 arm64-v8a/libhermes.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
5 armé4-v8al/libreact_codegen_rnpicker.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
6 armé4-v8a/libreact_codegen_rnscreens.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
7 armé4-v8al/libreact_codegen_RNCSlider.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
8 armé4-v8a/libappmodules.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
9 armé4-v8a/libreact_codegen_rnsvg.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
10 armé4-v8a/libimagepipeline.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
11 armé4-v8a/libfbjni.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_vsnprintf_chk’,
page non- fPIC flag the stack ensures search '_memset_chk’,
executable which so that it that the path or '_memcpy_chk',
making enables will be GOT RPATH '_fwrite_chk’,
attacker Position overwritten cannot be set. '_strncat_chk',
injected independent by a stack overwritten '_write_chk']
shellcode code. This buffer that in
12 arm64-v8a/libreactnative.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
13 arm64-v8a/libreanimated.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
14 arm64-v8a/libworklets.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
15 armé4-v8a/libgifimage.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
16 armé4-v8a/libhermestooling.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
17 armé4-v8a/librnscreens.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
18 arm64-v8a/libexpo-modules-core.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_memcpy_chk’,
page non- fPIC flag the stack ensures search '_memset_chk’,
executable which so that it that the path or '_vsnprintf_chk’,
making enables will be GOT RPATH '_fwrite_chk’,
attacker Position overwritten cannot be set. '_strncat_chk',
injected independent by a stack overwritten '_write_chk']
shellcode code. This buffer that in
19 armé4-v8a/libjsi.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
20 armé4-v8a/libnative-filters.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
21 armé4-v8a/libgesturehandler.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__vsnprintf_chk’,
memory build with - added to RELRO run-time set. '_strlen_chk',
page non- fPIC flag the stack ensures search '_memcpy_chk']
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
22 armé4-v8a/libnative-imagetranscoder.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
23 x86_64/libreact_codegen_safeareacontext.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__memcpy_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
24 x86_64/libstatic-webp.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic False Full RELRO None None False True
info Shared high info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info does not object has binary does not have any fortified stripped.
set. This The shared have a full RELRO does not have functions. Fortified
marks a objectis stack enabled. have RUNPATH functions provides
memory build with - canary RELRO run-time set. buffer overflow
page non- fPIC flag value ensures search checks against glibc's
executable which added to that the path or commons insecure
making enables the stack. GOT RPATH functions like strcpy,
attacker Position Stack cannot be set. gets etc. Use the
injected independent canaries overwritten compiler option -
shellcode code. This are used to in D_FORTIFY_SOURCE=2
non- makes detect and vulnerable to fortify functions.
executable. Return prevent ELF This check is not
Oriented exploits binaries. In applicable for
Programming from Full RELRO, Dart/Flutter libraries.
25 x86_64/libc++_shared.so (ROP) attacks overwriting the entire
much more return GOT (.got
difficult to address. and .got.plt
execute Use the both) is
reliably. option - marked as
fstack- read-only.
protector-
all to
enable
stack
canaries.
Not
applicable
for
Dart/Flutter
libraries
unless Dart

FFl is used.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_vsnprintf_chk’,
page non- fPIC flag the stack ensures search '_strchr_chk',
executable which so that it that the path or '_write_chk']
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
26 x86_64/libhermes.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
27 x86_64/libreact_codegen_rnpicker.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
28 x86_64/libreact_codegen_rnscreens.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
29 x86_64/libreact_codegen_RNCSlider.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
30 x86_64/libappmodules.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
31 x86_64/libreact_codegen_rnsvg.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
32 x86_64/libimagepipeline.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
33 x86_64/libfbjni.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_vsnprintf_chk’,
page non- fPIC flag the stack ensures search '_memset_chk’,
executable which so that it that the path or '_memcpy_chk',
making enables will be GOT RPATH '_fwrite_chk’,
attacker Position overwritten cannot be set. '_strncat_chk',
injected independent by a stack overwritten '_write_chk']
shellcode code. This buffer that in
34 x86_64/libreactnative.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
35 x86_64/libreanimated.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
36 x86_64/libworklets.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
37 x86_64/libgifimage.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
38 x86_64/libhermestooling.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
39 x86_64/librnscreens.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['_strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
40 x86_64/libexpo-modules-core.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_memcpy_chk’,
page non- fPIC flag the stack ensures search '_memset_chk’,
executable which so that it that the path or '_vsnprintf_chk’,
making enables will be GOT RPATH '_fwrite_chk’,
attacker Position overwritten cannot be set. '_strncat_chk',
injected independent by a stack overwritten '_write_chk']
shellcode code. This buffer that in
41 x86_64/libjsi.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
42 x86_64/libnative-filters.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
43 x86_64/libgesturehandler.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__vsnprintf_chk’,
memory build with - added to RELRO run-time set. '_strlen_chk']
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
44 x86_64/libnative-imagetranscoder.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
) shellcode code. This buffer that in D_FORTIFY_SOURCE=2
armeabi- . )
45 V7allibreact codegen safeareacontext.so non- makes overflows vulnerable to fortify functions.
- - executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__vsnprintf_chk’,
memory build with - added to RELRO run-time set. '_memcpy_chk']
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
46 armeabi-v7a/libstatic-webp.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic False Full RELRO None None False True
info Shared high info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info does not object has binary does not have any fortified stripped.
set. This The shared have a full RELRO does not have functions. Fortified
marks a objectis stack enabled. have RUNPATH functions provides
memory build with - canary RELRO run-time set. buffer overflow
page non- fPIC flag value ensures search checks against glibc's
executable which added to that the path or commons insecure
making enables the stack. GOT RPATH functions like strcpy,
attacker Position Stack cannot be set. gets etc. Use the
injected independent canaries overwritten compiler option -
shellcode code. This are used to in D_FORTIFY_SOURCE=2
non- makes detect and vulnerable to fortify functions.
executable. Return prevent ELF This check is not
Oriented exploits binaries. In applicable for
Programming from Full RELRO, Dart/Flutter libraries.
47 armeabi-v7a/libc++_shared.so (ROP) attacks overwriting the entire
much more return GOT (.got
difficult to address. and .got.plt
execute Use the both) is
reliably. option - marked as
fstack- read-only.
protector-
all to
enable
stack
canaries.
Not
applicable
for
Dart/Flutter
libraries
unless Dart

FFl is used.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_vsnprintf_chk’,
page non- fPIC flag the stack ensures search '_strchr_chk',
executable which so that it that the path or '_write_chk']
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
48 armeabi-v7a/libhermes.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
49 armeabi-v7a/libreact_codegen_rnpicker.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['_strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
50 armeabi-v7a/libreact_codegen_rnscreens.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
51 armeabi-v7a/libreact_codegen_RNCSlider.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
52 armeabi-v7a/libappmodules.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
53 armeabi-v7a/libreact_codegen_rnsvg.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
54 armeabi-v7a/libimagepipeline.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
55 armeabi-v7a/libfbjni.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_vsnprintf_chk',
page non- fPIC flag the stack ensures search '_memset_chk’,
executable which so that it that the path or '_memcpy_chk'’,
making enables will be GOT RPATH '_fwrite_chk’,
attacker Position overwritten cannot be set. '_strncat_chk',
injected independent by a stack overwritten '_write_chk']
shellcode code. This buffer that in
56 armeabi-v7a/libreactnative.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_vsnprintf_chk']
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
57 armeabi-v7a/libreanimated.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['_strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
58 armeabi-v7a/libworklets.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__vsnprintf_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
59 armeabi-v7a/libgifimage.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['_strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
60 armeabi-v7a/libhermestooling.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
61 armeabi-v7a/librnscreens.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_vsnprintf_chk']
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
62 armeabi-v7a/libexpo-modules-core.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_vsnprintf_chk',
page non- fPIC flag the stack ensures search '_memcpy_chk',
executable which so that it that the path or '_memset_chk’,
making enables will be GOT RPATH '_fwrite_chk’,
attacker Position overwritten cannot be set. '_strncat_chk',
injected independent by a stack overwritten '_write_chk']
shellcode code. This buffer that in
63 armeabi-v7a/libjsi.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
64 armeabi-v7a/libnative-filters.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
65 armeabi-v7a/libgesturehandler.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__vsnprintf_chk’,
memory build with - added to RELRO run-time set. '_strlen_chk',
page non- fPIC flag the stack ensures search '_memcpy_chk']
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
66 armeabi-v7a/libnative-imagetranscoder.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
67 x86/libreact_codegen_safeareacontext.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['_memcpy_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
68 x86/libstatic-webp.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic False Full RELRO None None False True
info Shared high info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info does not object has binary does not have any fortified stripped.
set. This The shared have a full RELRO does not have functions. Fortified
marks a objectis stack enabled. have RUNPATH functions provides
memory build with - canary RELRO run-time set. buffer overflow
page non- fPIC flag value ensures search checks against glibc's
executable which added to that the path or commons insecure
making enables the stack. GOT RPATH functions like strcpy,
attacker Position Stack cannot be set. gets etc. Use the
injected independent canaries overwritten compiler option -
shellcode code. This are used to in D_FORTIFY_SOURCE=2
non- makes detect and vulnerable to fortify functions.
executable. Return prevent ELF This check is not
Oriented exploits binaries. In applicable for
Programming from Full RELRO, Dart/Flutter libraries.
69 x86/libc++_shared.so (ROP) attacks overwriting the entire
much more return GOT (.got
difficult to address. and .got.plt
execute Use the both) is
reliably. option - marked as
fstack- read-only.
protector-
all to
enable
stack
canaries.
Not
applicable
for
Dart/Flutter
libraries
unless Dart

FFl is used.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_vsnprintf_chk',
page non- fPIC flag the stack ensures search '_strchr_chk',
executable which so that it that the path or '_write_chk']
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
70 x86/libhermes.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
71 x86/libreact_codegen_rnpicker.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
72 x86/libreact_codegen_rnscreens.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
73 x86/libreact_codegen_RNCSlider.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
74 x86/libappmodules.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
75 x86/libreact_codegen_rnsvg.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
76 x86/libimagepipeline.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
77 x86/libfbjni.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_vsnprintf_chk’,
page non- fPIC flag the stack ensures search '_memset_chk’,
executable which so that it that the path or '_memcpy_chk'’,
making enables will be GOT RPATH '_fwrite_chk’,
attacker Position overwritten cannot be set. '_strncat_chk',
injected independent by a stack overwritten '_write_chk']
shellcode code. This buffer that in
78 x86/libreactnative.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['_strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
79 x86/libreanimated.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
80 x86/libworklets.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
81 x86/libgifimage.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
82 x86/libhermestooling.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
83 x86/librnscreens.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
84 x86/libexpo-modules-core.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_memcpy_chk’,
page non- fPIC flag the stack ensures search '_memset_chk’,
executable which so that it that the path or '_vsnprintf_chk’,
making enables will be GOT RPATH '_fwrite_chk’,
attacker Position overwritten cannot be set. '_strncat_chk',
injected independent by a stack overwritten '_write_chk']
shellcode code. This buffer that in
85 x86/libjsi.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
86 x86/libnative-filters.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
87 x86/libgesturehandler.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__vsnprintf_chk’,
memory build with - added to RELRO run-time set. '_strlen_chk']
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
88 x86/libnative-imagetranscoder.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
arméa- shellcode code. This buffer that in D_FORTIFY_SOURCE=2
89 vBallibreact codegen safeareacontext.so non- makes overflows vulnerable to fortify functions.
- - executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['_memcpy_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
90 armé4-v8a/libstatic-webp.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic False Full RELRO None None False True
info Shared high info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info does not object has binary does not have any fortified stripped.
set. This The shared have a full RELRO does not have functions. Fortified
marks a object is stack enabled. have RUNPATH functions provides
memory build with - canary RELRO run-time set. buffer overflow
page non- fPIC flag value ensures search checks against glibc's
executable which added to that the path or commons insecure
making enables the stack. GOT RPATH functions like strcpy,
attacker Position Stack cannot be set. gets etc. Use the
injected independent canaries overwritten compiler option -
shellcode code. This are used to in D_FORTIFY_SOURCE=2
non- makes detect and vulnerable to fortify functions.
executable. Return prevent ELF This check is not
Oriented exploits binaries. In applicable for
Programming from Full RELRO, Dart/Flutter libraries.
91 armé64-v8a/libc++_shared.so (ROP) attacks overwriting the entire
much more return GOT (.got
difficult to address. and .got.plt
execute Use the both) is
reliably. option - marked as
fstack- read-only.
protector-
all to
enable
stack
canaries.
Not
applicable
for
Dart/Flutter
libraries
unless Dart

FFl is used.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_vsnprintf_chk',
page non- fPIC flag the stack ensures search '_strchr_chk',
executable which so that it that the path or '_write_chk',
making enables will be GOT RPATH '_memcpy_chk']
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
92 arm64-v8a/libhermes.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
93 armé4-v8a/libreact_codegen_rnpicker.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
94 armé4-v8a/libreact_codegen_rnscreens.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
95 armé4-v8a/libreact_codegen_RNCSlider.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['_strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
96 armé4-v8a/libappmodules.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
97 armé4-v8a/libreact_codegen_rnsvg.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
98 armé4-v8a/libimagepipeline.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
99 armé4-v8a/libfbjni.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_vsnprintf_chk',
page non- fPIC flag the stack ensures search '_memset_chk’,
executable which so that it that the path or '_memcpy_chk',
making enables will be GOT RPATH '_fwrite_chk’,
attacker Position overwritten cannot be set. '_strncat_chk',
injected independent by a stack overwritten '_write_chk']
shellcode code. This buffer that in
100 arm64-v8a/libreactnative.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
101 arm64-v8a/libreanimated.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
102 arm64-v8a/libworklets.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
103 armé4-v8a/libgifimage.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
104 armé4-v8a/libhermestooling.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
105 armé4-v8a/librnscreens.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
106 arm64-v8a/libexpo-modules-core.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_memcpy_chk’,
page non- fPIC flag the stack ensures search '_memset_chk’,
executable which so that it that the path or '_vsnprintf_chk’,
making enables will be GOT RPATH '_fwrite_chk’,
attacker Position overwritten cannot be set. '_strncat_chk',
injected independent by a stack overwritten '_write_chk']
shellcode code. This buffer that in
107 armé4-v8a/libjsi.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
108 armé4-v8a/libnative-filters.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a object is value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
109 armé4-v8a/libgesturehandler.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__vsnprintf_chk’,
memory build with - added to RELRO run-time set. '_strlen_chk',
page non- fPIC flag the stack ensures search '_memcpy_chk']
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
110 armé4-v8a/libnative-imagetranscoder.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
1M1 x86_64/libreact_codegen_safeareacontext.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['_memcpy_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
112 x86_64/libstatic-webp.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic False Full RELRO None None False True
info Shared high info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info does not object has binary does not have any fortified stripped.
set. This The shared have a full RELRO does not have functions. Fortified
marks a objectis stack enabled. have RUNPATH functions provides
memory build with - canary RELRO run-time set. buffer overflow
page non- fPIC flag value ensures search checks against glibc's
executable which added to that the path or commons insecure
making enables the stack. GOT RPATH functions like strcpy,
attacker Position Stack cannot be set. gets etc. Use the
injected independent canaries overwritten compiler option -
shellcode code. This are used to in D_FORTIFY_SOURCE=2
non- makes detect and vulnerable to fortify functions.
executable. Return prevent ELF This check is not
Oriented exploits binaries. In applicable for
Programming from Full RELRO, Dart/Flutter libraries.
113 x86_64/libc++_shared.so (ROP) attacks overwriting the entire
much more return GOT (.got
difficult to address. and .got.plt
execute Use the both) is
reliably. option - marked as
fstack- read-only.
protector-
all to
enable
stack
canaries.
Not
applicable
for
Dart/Flutter
libraries
unless Dart

FFl is used.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_vsnprintf_chk’,
page non- fPIC flag the stack ensures search '_strchr_chk',
executable which so that it that the path or '_write_chk']
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
114 x86_64/libhermes.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
115 x86_64/libreact_codegen_rnpicker.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
116 x86_64/libreact_codegen_rnscreens.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
17 x86_64/libreact_codegen_RNCSlider.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
118 x86_64/libappmodules.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['_strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
119 x86_64/libreact_codegen_rnsvg.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
120 x86_64/libimagepipeline.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
121 x86_64/libfbjni.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_vsnprintf_chk',
page non- fPIC flag the stack ensures search '_memset_chk’,
executable which so that it that the path or '_memcpy_chk',
making enables will be GOT RPATH '_fwrite_chk’,
attacker Position overwritten cannot be set. '_strncat_chk',
injected independent by a stack overwritten '_write_chk']
shellcode code. This buffer that in
122 x86_64/libreactnative.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
123 x86_64/libreanimated.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
124 x86_64/libworklets.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
125 x86_64/libgifimage.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['_strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
126 x86_64/libhermestooling.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
127 x86_64/librnscreens.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
128 x86_64/libexpo-modules-core.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_memcpy_chk’,
page non- fPIC flag the stack ensures search '_memset_chk’,
executable which so that it that the path or '_vsnprintf_chk’,
making enables will be GOT RPATH '_fwrite_chk’,
attacker Position overwritten cannot be set. '_strncat_chk',
injected independent by a stack overwritten '_write_chk']
shellcode code. This buffer that in
129 x86_64/libjsi.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
130 x86_64/libnative-filters.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
131 x86_64/libgesturehandler.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__vsnprintf_chk’,
memory build with - added to RELRO run-time set. '_strlen_chk']
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
132 x86_64/libnative-imagetranscoder.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
) shellcode code. This buffer that in D_FORTIFY_SOURCE=2
armeabi- . .
133 V7allibreact codegen safeareacontext.so non- makes overflows vulnerable to fortify functions.
- - executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__vsnprintf_chk’,
memory build with - added to RELRO run-time set. '_memcpy_chk']
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
134 armeabi-v7a/libstatic-webp.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic False Full RELRO None None False True
info Shared high info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info does not object has binary does not have any fortified stripped.
set. This The shared have a full RELRO does not have functions. Fortified
marks a objectis stack enabled. have RUNPATH functions provides
memory build with - canary RELRO run-time set. buffer overflow
page non- fPIC flag value ensures search checks against glibc's
executable which added to that the path or commons insecure
making enables the stack. GOT RPATH functions like strcpy,
attacker Position Stack cannot be set. gets etc. Use the
injected independent canaries overwritten compiler option -
shellcode code. This are used to in D_FORTIFY_SOURCE=2
non- makes detect and vulnerable to fortify functions.
executable. Return prevent ELF This check is not
Oriented exploits binaries. In applicable for
Programming from Full RELRO, Dart/Flutter libraries.
135 armeabi-v7a/libc++_shared.so (ROP) attacks overwriting the entire
much more return GOT (.got
difficult to address. and .got.plt
execute Use the both) is
reliably. option - marked as
fstack- read-only.
protector-
all to
enable
stack
canaries.
Not
applicable
for
Dart/Flutter
libraries
unless Dart

FFl is used.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_vsnprintf_chk',
page non- fPIC flag the stack ensures search '_strchr_chk',
executable which so that it that the path or '_write_chk']
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
136 armeabi-v7a/libhermes.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
137 armeabi-v7a/libreact_codegen_rnpicker.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['_strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
138 armeabi-v7a/libreact_codegen_rnscreens.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
139 armeabi-v7a/libreact_codegen_RNCSlider.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['_strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
140 armeabi-v7a/libappmodules.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
141 armeabi-v7a/libreact_codegen_rnsvg.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
142 armeabi-v7a/libimagepipeline.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
143 armeabi-v7a/libfbjni.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_vsnprintf_chk’,
page non- fPIC flag the stack ensures search '_memset_chk’,
executable which so that it that the path or '_memcpy_chk',
making enables will be GOT RPATH '_fwrite_chk’,
attacker Position overwritten cannot be set. '_strncat_chk',
injected independent by a stack overwritten '_write_chk']
shellcode code. This buffer that in
144 armeabi-v7a/libreactnative.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_vsnprintf_chk']
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
145 armeabi-v7a/libreanimated.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
146 armeabi-v7a/libworklets.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__vsnprintf_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
147 armeabi-v7a/libgifimage.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
148 armeabi-v7a/libhermestooling.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
149 armeabi-v7a/librnscreens.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_vsnprintf_chk']
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
150 armeabi-v7a/libexpo-modules-core.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_vsnprintf_chk’,
page non- fPIC flag the stack ensures search '_memcpy_chk',
executable which so that it that the path or '_memset_chk’,
making enables will be GOT RPATH '_fwrite_chk’,
attacker Position overwritten cannot be set. '_strncat_chk',
injected independent by a stack overwritten '_write_chk']
shellcode code. This buffer that in
151 armeabi-v7a/libjsi.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
152 armeabi-v7a/libnative-filters.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
153 armeabi-v7a/libgesturehandler.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__vsnprintf_chk’,
memory build with - added to RELRO run-time set. '_strlen_chk',
page non- fPIC flag the stack ensures search '_memcpy_chk']
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
154 armeabi-v7a/libnative-imagetranscoder.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
155 x86/libreact_codegen_safeareacontext.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['_memcpy_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
156 x86/libstatic-webp.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic False Full RELRO None None False True
info Shared high info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info does not object has binary does not have any fortified stripped.
set. This The shared have a full RELRO does not have functions. Fortified
marks a objectis stack enabled. have RUNPATH functions provides
memory build with - canary RELRO run-time set. buffer overflow
page non- fPIC flag value ensures search checks against glibc's
executable which added to that the path or commons insecure
making enables the stack. GOT RPATH functions like strcpy,
attacker Position Stack cannot be set. gets etc. Use the
injected independent canaries overwritten compiler option -
shellcode code. This are used to in D_FORTIFY_SOURCE=2
non- makes detect and vulnerable to fortify functions.
executable. Return prevent ELF This check is not
Oriented exploits binaries. In applicable for
Programming from Full RELRO, Dart/Flutter libraries.
157 x86/libc++_shared.so (ROP) attacks overwriting the entire
much more return GOT (.got
difficult to address. and .got.plt
execute Use the both) is
reliably. option - marked as
fstack- read-only.
protector-
all to
enable
stack
canaries.
Not
applicable
for
Dart/Flutter
libraries
unless Dart

FFl is used.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_vsnprintf_chk’,
page non- fPIC flag the stack ensures search '_strchr_chk',
executable which so that it that the path or '_write_chk']
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
158 x86/libhermes.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['_strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
159 x86/libreact_codegen_rnpicker.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
160 x86/libreact_codegen_rnscreens.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['_strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
161 x86/libreact_codegen_RNCSlider.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
162 x86/libappmodules.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
163 x86/libreact_codegen_rnsvg.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
164 x86/libimagepipeline.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
165 x86/libfbjni.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_vsnprintf_chk’,
page non- fPIC flag the stack ensures search '_memset_chk’,
executable which so that it that the path or '_memcpy_chk',
making enables will be GOT RPATH '_fwrite_chk’,
attacker Position overwritten cannot be set. '_strncat_chk',
injected independent by a stack overwritten '_write_chk']
shellcode code. This buffer that in
166 x86/libreactnative.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
167 x86/libreanimated.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['_strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
168 x86/libworklets.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
169 x86/libgifimage.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
170 x86/libhermestooling.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
171 x86/librnscreens.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk']
memory build with - added to RELRO run-time set.
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
172 x86/libexpo-modules-core.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__strlen_chk',
memory build with - added to RELRO run-time set. '_memcpy_chk’,
page non- fPIC flag the stack ensures search '_memset_chk’,
executable which so that it that the path or '_vsnprintf_chk’,
making enables will be GOT RPATH '_fwrite_chk’,
attacker Position overwritten cannot be set. '_strncat_chk',
injected independent by a stack overwritten '_write_chk']
shellcode code. This buffer that in
173 x86/libjsi.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
174 x86/libnative-filters.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None False True
info Shared info info info info info
The binary Object (DSO) This binary This shared The The binary The binary does not Symbols are
has NX bit info has a stack object has binary does not have any fortified stripped.
set. This The shared canary full RELRO does not have functions. Fortified
marks a objectis value enabled. have RUNPATH functions provides
memory build with - added to RELRO run-time set. buffer overflow
page non- fPIC flag the stack ensures search checks against glibc's
executable which so that it that the path or commons insecure
making enables will be GOT RPATH functions like strcpy,
attacker Position overwritten cannot be set. gets etc. Use the
injected independent by a stack overwritten compiler option -
shellcode code. This buffer that in D_FORTIFY_SOURCE=2
175 x86/libgesturehandler.so non- makes overflows vulnerable to fortify functions.
executable. Return the return ELF This check is not
Oriented address. binaries. In applicable for
Programming This allows Full RELRO, Dart/Flutter libraries.
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function

return.




STACK SYMBOLS
NO | SHARED OBJECT NX PIE RELRO RPATH | RUNPATH | FORTIFY
CANARY STRIPPED
True Dynamic True Full RELRO None None True True
info Shared info info info info info info
The binary Object (DSO) This binary This shared The The binary The binary has the Symbols are
has NX bit info has a stack object has binary does not following fortified stripped.
set. This The shared canary full RELRO does not have functions:
marks a object is value enabled. have RUNPATH ['__vsnprintf_chk’,
memory build with - added to RELRO run-time set. '_strlen_chk']
page non- fPIC flag the stack ensures search
executable which so that it that the path or
making enables will be GOT RPATH
attacker Position overwritten cannot be set.
injected independent by a stack overwritten
shellcode code. This buffer that in
176 x86/libnative-imagetranscoder.so non- makes overflows vulnerable
executable. Return the return ELF
Oriented address. binaries. In
Programming This allows Full RELRO,
(ROP) attacks detection the entire
much more of GOT (.got
difficult to overflows and .got.plt
execute by verifying both) is
reliably. the marked as
integrity of read-only.
the canary
before
function
return.
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RULE ID

BEHAVIOUR

LABEL

FILES

00022

Open a file from given absolute path of the
file

com/airbnb/lottie/LottieCompositionFactory.java
com/airbnb/lottie/network/NetworkCache.java
com/airbnb/lottie/network/NetworkFetcher.java
expo/modules/filesystem/FileSystemModule.java
expo/modules/font/FontUtilsModule.java

00013

Read file and put it into a stream

com/airbnb/android/react/lottie/LottieAnimationViewPropertyManager.java
com/airbnb/lottie/network/NetworkCache.java
com/airbnb/lottie/network/NetworkFetcher.java
com/reactnativecommunity/asyncstorage/AsyncStorageExpoMigration.java
expo/modules/asset/AssetModule.java
expo/modules/core/logging/PersistentFileLog.java
expo/modules/filesystem/FileSystemModule.java
okio/Okio__JvmOkioKt.java

00009

Put data in cursor to JSON object

com/reactnativecommunity/asyncstorage/AsynclLocalStorageUtil.java

00063

Implicit intent(view a web page, make a
phone call, etc.)

dev/rnap/reactnativeaudiopro/AudioProController.java
expo/modules/adapters/react/permissions/PermissionsService.java
expo/modules/devliauncher/modules/DevLauncherinternalModule.java
expo/modules/devmenu/devtools/DevMenuDevToolsDelegate.java
expo/modules/filesystem/FileSystemModule.java

00121

Create a directory

expo/modules/filesystem/FileSystemModule.java

00024

Write file after Base64 decoding

com/airbnb/lottie/LottieCompositionFactory.java
expo/modules/filesystem/FileSystemModule.java

00125

Check if the given file path exist

expo/modules/filesystem/FileSystemModule.java

00104

Check if the given path is directory

expo/modules/filesystem/FileSystemModule.java

00036

Get resource file from res/raw directory

expo/modules/adapters/react/permissions/PermissionsService.java
expo/modules/asset/ResourceAssetKt.java
expo/modules/devlauncher/modules/DevLauncherinternalModule.java
expo/modules/devmenu/devtools/DevMenuDevToolsDelegate.java
expo/modules/filesystem/FileSystemModule.java

00096

Connect to a URL and set request method

com/airbnb/lottie/network/DefaultLottieNetworkFetcher.java




phone call, etc.) via setData

RULE ID BEHAVIOUR LABEL FILES
C tto th t thr h th
00030 gnnec 0 the remote server through the com/airbnb/lottie/network/DefaultLottieNetworkFetcher.java
given URL
Get absolute path of fil d put it to JSON
00005 e. absolute path of file and putittoJ com/airbnb/lottie/LottieCompositionFactory.java
object
00004 Get filename and put it to JSON object com/airbnb/lottie/LottieCompositionFactory.java
Implicit intent(view a web page, make a . . e
00051 expo/modules/adapters/react/permissions/PermissionsService.java

¢2 7 ABUSED PERMISSIONS

TYPE MATCHES | PERMISSIONS

Malware 2195 android.permission.INTERNET, android.permission.READ_EXTERNAL_STORAGE, android.permission.SYSTEM_ALERT_WINDOW, android.permission.VIBRATE,
Permissions android.permission.WRITE_EXTERNAL_STORAGE, android.permission.ACCESS_NETWORK_STATE, android.permission.ACCESS_WIFI_STATE

Other

Common 1/44 android.permission.FOREGROUND_SERVICE

Permissions

Malware Permissions:
Top permissions that are widely abused by known malware.

Other Common Permissions:
Permissions that are commonly abused by known malware.

¥ OFAC SANCTIONED COUNTRIES

This app may communicate with the following OFAC sanctioned list of countries.

DOMAIN

COUNTRY/REGION




@ DOMAIN MALWARE CHECK

DOMAIN STATUS GEOLOCATION

IP:52.52.192.191

Country: United States of America
Region: California

reactnative.dev ok Gity: San Francisco

Latitude: 37.774929

Longitude: -122.419418

View: Google Map

filesystem.local ok No Geolocation information available.

IP:140.82.112.3

Country: United States of America
Region: California

github.com ok City: San Francisco

Latitude: 37.775700

Longitude: -122.395203

View: Google Map

IP:104.21.27.136

Country: United States of America
Region: California
docs.swmansion.com ok City: San Francisco

Latitude: 37.775700

Longitude: -122.395203

View: Google Map

& HARDCODED SECRETS

POSSIBLE SECRETS

16a09e667f3bcc908b2fb1366ea957d3e3adec17512775099da2f590b0667322a



http://maps.google.com/maps?q=37.774929,-122.419418
http://maps.google.com/maps?q=37.775700,-122.395203
http://maps.google.com/maps?q=37.775700,-122.395203

POSSIBLE SECRETS

01360240043788015936020505

9a04f079-9840-4286-ab92-e65be0885f95

€2719d58-a985-b3c9-781a-b030af78d30e

258EAFA5-E914-47DA-95CA-C5ABODC85B11

edef8ba9-79d6-4ace-a3c8-27dcd51d21ed

:= SCAN LOGS

Timestamp Event Error
2025-07-27 19:11:07 Generating Hashes OK
2025-07-27 19:11:07 Extracting APK OK
2025-07-27 19:11:07 Unzipping OK
2025-07-27 19:11:08 Parsing APK with androguard OK
2025-07-27 19:11:08 Extracting APK features using aapt/aapt2 OK
2025-07-27 19:11:08 Getting Hardcoded Certificates/Keystores OK




2025-07-27 19:11:09 Parsing AndroidManifest.xml OK
2025-07-27 19:11:09 Extracting Manifest Data OK
2025-07-27 19:11:09 Manifest Analysis Started OK
2025-07-27 19:11:09 Performing Static Analysis on: Foobar Controler Mobile (com.pchapman.foobarcontollermobile) OK
2025-07-27 19:11:10 Fetching Details from Play Store: com.pchapman.foobarcontollermobile OK
2025-07-27 19:11:10 Checking for Malware Permissions OK
2025-07-27 19:11:10 Fetching icon path OK
2025-07-27 19:11:10 Library Binary Analysis Started OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/arm64-v8a/libreact_codegen_safeareacontext.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armé4-v8a/libstatic-webp.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/arm64-v8a/libc++_shared.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/arm64-v8a/libhermes.so OK




2025-07-27 19:11:10 Analyzing apktool_out/lib/arm64-v8a/libreact_codegen_rnpicker.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/arm64-v8a/libreact_codegen_rnscreens.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armé4-v8a/libreact_codegen_RNCSlider.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armé4-v8a/libappmodules.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armé4-v8a/libreact_codegen_rnsvg.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/arm64-v8a/libimagepipeline.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armé4-v8a/libfbjni.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/arm64-v8a/libreactnative.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armé4-v8a/libreanimated.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/arm64-v8a/libworklets.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/arm64-v8a/libgifimage.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armé4-v8a/libhermestooling.so OK




2025-07-27 19:11:10 Analyzing apktool_out/lib/armé4-v8a/librnscreens.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armé4-v8a/libexpo-modules-core.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/arm64-v8a/libjsi.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/arm64-v8a/libnative-filters.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/arm64-v8a/libgesturehandler.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/arm64-v8a/libnative-imagetranscoder.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86_64/libreact_codegen_safeareacontext.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86_64/libstatic-webp.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86_64/libc++_shared.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86_64/libhermes.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86_64/libreact_codegen_rnpicker.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86_64/libreact_codegen_rnscreens.so OK




2025-07-27 19:11:10 Analyzing apktool_out/lib/x86_64/libreact_codegen_RNCSlider.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86_64/libappmodules.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86_64/libreact_codegen_rnsvg.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86_64/libimagepipeline.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86_64/libfbjni.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86_64/libreactnative.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86_64/libreanimated.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86_64/libworklets.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86_64/libgifimage.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86_64/libhermestooling.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86_64/librnscreens.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86_64/libexpo-modules-core.so OK




2025-07-27 19:11:10 Analyzing apktool_out/lib/x86_64/libjsi.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86_64/libnative-filters.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86_64/libgesturehandler.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86_64/libnative-imagetranscoder.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armeabi-v7a/libreact_codegen_safeareacontext.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armeabi-v7a/libstatic-webp.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armeabi-v7a/libc++_shared.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armeabi-v7a/libhermes.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armeabi-v7a/libreact_codegen_rnpicker.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armeabi-v7a/libreact_codegen_rnscreens.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armeabi-v7a/libreact_codegen_RNCSlider.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armeabi-v7a/libappmodules.so OK




2025-07-27 19:11:10 Analyzing apktool_out/lib/armeabi-v7a/libreact_codegen_rnsvg.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armeabi-v7a/libimagepipeline.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armeabi-v7a/libfbjni.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armeabi-v7a/libreactnative.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armeabi-v7a/libreanimated.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armeabi-v7a/libworklets.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armeabi-v7a/libgifimage.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armeabi-v7a/libhermestooling.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armeabi-v7a/librnscreens.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armeabi-v7a/libexpo-modules-core.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armeabi-v7a/libjsi.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armeabi-v7a/libnative-filters.so OK




2025-07-27 19:11:10 Analyzing apktool_out/lib/armeabi-v7a/libgesturehandler.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/armeabi-v7a/libnative-imagetranscoder.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86/libreact_codegen_safeareacontext.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86/libstatic-webp.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86/libc++_shared.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86/libhermes.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86/libreact_codegen_rnpicker.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86/libreact_codegen_rnscreens.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86/libreact_codegen_RNCSlider.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86/libappmodules.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86/libreact_codegen_rnsvg.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86/libimagepipeline.so OK




2025-07-27 19:11:10 Analyzing apktool_out/lib/x86/libfbjni.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86/libreactnative.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86/libreanimated.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86/libworklets.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86/libgifimage.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86/libhermestooling.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86/librnscreens.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86/libexpo-modules-core.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86/libjsi.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86/libnative-filters.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86/libgesturehandler.so OK
2025-07-27 19:11:10 Analyzing apktool_out/lib/x86/libnative-imagetranscoder.so OK




2025-07-27 19:11:10 Analyzing lib/arm64-v8a/libreact_codegen_safeareacontext.so OK
2025-07-27 19:11:11 Analyzing lib/arm64-v8a/libstatic-webp.so OK
2025-07-27 19:11:11 Analyzing lib/armé4-v8a/libc++_shared.so OK
2025-07-27 19:11:11 Analyzing lib/arm64-v8a/libhermes.so OK
2025-07-27 19:11:11 Analyzing lib/arm64-v8a/libreact_codegen_rnpicker.so OK
2025-07-27 19:11:11 Analyzing lib/arm64-v8a/libreact_codegen_rnscreens.so OK
2025-07-27 19:11:11 Analyzing lib/arm64-v8a/libreact_codegen_RNCSlider.so OK
2025-07-27 19:11:11 Analyzing lib/arm64-v8a/libappmodules.so OK
2025-07-27 19:11:11 Analyzing lib/arm64-v8a/libreact_codegen_rnsvg.so OK
2025-07-27 19:11:11 Analyzing lib/arm64-v8a/libimagepipeline.so OK
2025-07-27 19:11:11 Analyzing lib/arm64-v8a/libfbjni.so OK
2025-07-27 19:11:11 Analyzing lib/arm64-v8a/libreactnative.so OK




2025-07-27 19:11:11 Analyzing lib/arm64-v8a/libreanimated.so OK
2025-07-27 19:11:11 Analyzing lib/arm64-v8a/libworklets.so OK
2025-07-27 19:11:11 Analyzing lib/arm64-v8a/libgifimage.so OK
2025-07-27 19:11:11 Analyzing lib/arm64-v8a/libhermestooling.so OK
2025-07-27 19:11:11 Analyzing lib/arm64-v8a/librnscreens.so OK
2025-07-27 19:11:11 Analyzing lib/arm64-v8a/libexpo-modules-core.so OK
2025-07-27 19:11:11 Analyzing lib/arm64-v8a/libjsi.so OK
2025-07-27 19:11:11 Analyzing lib/arm64-v8a/libnative-filters.so OK
2025-07-27 19:11:11 Analyzing lib/arm64-v8a/libgesturehandler.so OK
2025-07-27 19:11:11 Analyzing lib/arm64-v8a/libnative-imagetranscoder.so OK
2025-07-27 19:11:11 Analyzing lib/x86_64/libreact_codegen_safeareacontext.so OK
2025-07-27 19:11:11 Analyzing lib/x86_64/libstatic-webp.so OK
2025-07-27 19:11:11 Analyzing lib/x86_64/libc++_shared.so OK




2025-07-27 19:11:11 Analyzing lib/x86_64/libhermes.so OK
2025-07-27 19:11:11 Analyzing lib/x86_64/libreact_codegen_rnpicker.so OK
2025-07-27 19:11:11 Analyzing lib/x86_64/libreact_codegen_rnscreens.so OK
2025-07-27 19:11:11 Analyzing lib/x86_64/libreact_codegen_RNCSlider.so OK
2025-07-27 19:11:11 Analyzing lib/x86_64/libappmodules.so OK
2025-07-27 19:11:11 Analyzing lib/x86_64/libreact_codegen_rnsvg.so OK
2025-07-27 19:11:11 Analyzing lib/x86_64/libimagepipeline.so OK
2025-07-27 19:11:11 Analyzing lib/x86_64/libfbjni.so OK
2025-07-27 19:11:11 Analyzing lib/x86_64/libreactnative.so OK
2025-07-27 19:11:11 Analyzing lib/x86_64/libreanimated.so OK
2025-07-27 19:11:11 Analyzing lib/x86_64/libworklets.so OK
2025-07-27 19:11:11 Analyzing lib/x86_64/libgifimage.so OK




2025-07-27 19:11:11 Analyzing lib/x86_64/libhermestooling.so OK
2025-07-27 19:11:11 Analyzing lib/x86_64/librnscreens.so OK
2025-07-27 19:11:11 Analyzing lib/x86_64/libexpo-modules-core.so OK
2025-07-27 19:11:11 Analyzing lib/x86_64/libjsi.so OK
2025-07-27 19:11:11 Analyzing lib/x86_64/libnative-filters.so OK
2025-07-27 19:11:11 Analyzing lib/x86_64/libgesturehandler.so OK
2025-07-27 19:11:11 Analyzing lib/x86_64/libnative-imagetranscoder.so OK
2025-07-27 19:11:11 Analyzing lib/armeabi-v7a/libreact_codegen_safeareacontext.so OK
2025-07-27 19:11:11 Analyzing lib/armeabi-v7a/libstatic-webp.so OK
2025-07-27 19:11:11 Analyzing lib/armeabi-v7a/libc++_shared.so OK
2025-07-27 19:11:11 Analyzing lib/armeabi-v7a/libhermes.so OK
2025-07-27 19:11:11 Analyzing lib/armeabi-v7a/libreact_codegen_rnpicker.so OK




2025-07-27 19:11:11 Analyzing lib/armeabi-v7a/libreact_codegen_rnscreens.so OK
2025-07-27 19:11:11 Analyzing lib/armeabi-v7a/libreact_codegen_RNCSlider.so OK
2025-07-27 19:11:11 Analyzing lib/armeabi-v7a/libappmodules.so OK
2025-07-27 19:11:11 Analyzing lib/armeabi-v7a/libreact_codegen_rnsvg.so OK
2025-07-27 19:11:11 Analyzing lib/armeabi-v7a/libimagepipeline.so OK
2025-07-27 19:11:11 Analyzing lib/armeabi-v7a/libfbjni.so OK
2025-07-27 19:11:11 Analyzing lib/armeabi-v7a/libreactnative.so OK
2025-07-27 19:11:11 Analyzing lib/armeabi-v7a/libreanimated.so OK
2025-07-27 19:11:11 Analyzing lib/armeabi-v7a/libworklets.so OK
2025-07-27 19:11:11 Analyzing lib/armeabi-v7a/libgifimage.so OK
2025-07-27 19:11:11 Analyzing lib/armeabi-v7a/libhermestooling.so OK
2025-07-27 19:11:11 Analyzing lib/armeabi-v7a/librnscreens.so OK




2025-07-27 19:11:11 Analyzing lib/armeabi-v7a/libexpo-modules-core.so OK
2025-07-27 19:11:11 Analyzing lib/armeabi-v7a/libjsi.so OK
2025-07-27 19:11:11 Analyzing lib/armeabi-v7a/libnative-filters.so OK
2025-07-27 19:11:11 Analyzing lib/armeabi-v7a/libgesturehandler.so OK
2025-07-27 19:11:11 Analyzing lib/armeabi-v7a/libnative-imagetranscoder.so OK
2025-07-27 19:11:11 Analyzing lib/x86/libreact_codegen_safeareacontext.so OK
2025-07-27 19:11:11 Analyzing lib/x86/libstatic-webp.so OK
2025-07-27 19:11:11 Analyzing lib/x86/libc++_shared.so OK
2025-07-27 19:11:11 Analyzing lib/x86/libhermes.so OK
2025-07-27 19:11:11 Analyzing lib/x86/libreact_codegen_rnpicker.so OK
2025-07-27 19:11:11 Analyzing lib/x86/libreact_codegen_rnscreens.so OK
2025-07-27 19:11:11 Analyzing lib/x86/libreact_codegen_RNCSlider.so OK




2025-07-27 19:11:11 Analyzing lib/x86/libappmodules.so OK
2025-07-27 19:11:11 Analyzing lib/x86/libreact_codegen_rnsvg.so OK
2025-07-27 19:11:11 Analyzing lib/x86/libimagepipeline.so OK
2025-07-27 19:11:11 Analyzing lib/x86/libfbjni.so OK
2025-07-27 19:11:11 Analyzing lib/x86/libreactnative.so OK
2025-07-27 19:11:11 Analyzing lib/x86/libreanimated.so OK
2025-07-27 19:11:11 Analyzing lib/x86/libworklets.so OK
2025-07-27 19:11:11 Analyzing lib/x86/libgifimage.so OK
2025-07-27 19:11:11 Analyzing lib/x86/libhermestooling.so OK
2025-07-27 19:11:11 Analyzing lib/x86/librnscreens.so OK
2025-07-27 19:11:11 Analyzing lib/x86/libexpo-modules-core.so OK
2025-07-27 19:11:11 Analyzing lib/x86/libjsi.so OK




2025-07-27 19:11:11 Analyzing lib/x86/libnative-filters.so OK
2025-07-27 19:11:11 Analyzing lib/x86/libgesturehandler.so OK
2025-07-27 19:11:11 Analyzing lib/x86/libnative-imagetranscoder.so OK
2025-07-27 19:11:11 Reading Code Signing Certificate OK
2025-07-27 19:11:12 Running APKiD 2.1.5 OK
2025-07-27 19:11:15 Updating Trackers Database.... OK
2025-07-27 19:11:15 Detecting Trackers OK
2025-07-27 19:11:17 Decompiling APK to Java with JADX OK
2025-07-27 19:11:30 Converting DEX to Smali OK
2025-07-27 19:11:30 Code Analysis Started on - java_source OK
2025-07-27 19:11:31 Android SBOM Analysis Completed OK
2025-07-27 19:11:36 Android SAST Completed OK




2025-07-27 19:11:36 Android API Analysis Started OK
2025-07-27 19:11:39 Android APl Analysis Completed OK
2025-07-27 19:11:39 Android Permission Mapping Started OK
2025-07-27 19:11:42 Android Permission Mapping Completed OK
2025-07-27 19:11:42 Android Behaviour Analysis Started OK
2025-07-27 19:11:45 Android Behaviour Analysis Completed OK
2025-07-27 19:11:45 Extracting Emails and URLs from Source Code OK
2025-07-27 19:11:46 Email and URL Extraction Completed OK
2025-07-27 19:11:46 Extracting String data from APK OK
2025-07-27 19:11:46 Extracting String data from SO OK
2025-07-27 19:11:47 Extracting String data from Code OK
2025-07-27 19:11:47 OK

Extracting String values and entropies from Code




2025-07-27 19:11:48 Performing Malware check on extracted domains OK

2025-07-27 19:11:50 Saving to Database OK
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